MpunoxeHune Ne 1

K KOHKYPCHOW AOKYMEeHTaLuumu

Ha peanu3auul TpeTbero 3akf4uTenbLHOro 3Jtana BeAOMCTBEHHOW

cpeaHecpoOYHOU LeneBou nporpammbl «Co3gaHne egquHON cucteMbl hopMupoBaHUs,

XpaHeHus1, UCNOJIb30BaHNA U 3aLUTbl rOCyAapCTBEeHHbIX MHPOPMAaLMOHHbIX PecypcoB
M 6a3 AaHHbIX».

TEXHUYECKOE 3AIAHUE

Ha peasm3zanuio Tperbero 3ak/JI04YNTEIbHOI0 3TAaNa CPEAHECPOYHOI LeJIeBoil
nporpammbl «Co3gaHue eIMHON cucTeMbl (POPMHUPOBAHNS, XPAHECHHS,
HCNO0JIb30BAHMS U 3AIIUTHI FOCYIAPCTBEHHbIX HH(OPMAIIMOHHBIX PeCypPcoB U 6a3
JTAHHBIX»

CocTaB M XapaKTepUCTHKHU MPOrPaMMHO-ANNAPATHBIX KOMILIEKCOB,
TeJIeKOMMYHUKAIIMOHHOT0 000PY/I0BAHUS M 0011I[€CMCTEMHOI0 MPOrPaAMMHOI0
oo0ecneuenusi IO

I'naBa 1. OcHoBHO¥ cocTaB u xapaktepuctuku UUBC IO

1.1. YTounenusi k «Cucrema BujaeoHad oaeHust B nomemenusx 11O /1»

[IpenycmaTpuBaeTcss BUI€03aUCh AEUCTBUN ONEPATOPOB HA KaXJIOW CTOMKE, HAJI
KJIaBUATypaMU KPUTHUUYECKUX ABTOMATHU3MPOBAHHBIX MECT, 30HBI JBEPEH B MOMEIICHUA
O/l — nByMs KaMepaMH.

KonTposns ¥ omnoBemieHWe BBIKJIIOYEHHUS NOPOMNaJaHUs 3aliCcyd Ha armapaTrype
XPaHECHUS apXHBa.

Hcnons3yeTcs enuHas cucteMa BUAeOHaOMoaeHus A Beel ctpykrypsl MMBC u
WTLI.

1.2. YTouHeHus k «CucTeMa KOHTPOJIs JocTyna B nomemenusix HOI»

Ucnons3yetcst equHas cuctema koutpods gocryna mais MMBC u UTI] na 6a3ze
000py10BaHUs MOJAKIIOYEHHAS K LICHTPAIBHOMY ITyJIbTY YIPABIICHUSI.

Cucrema KOHTpPOJS AOCTyNa yCTAaHABIMBAETCA HA JIBEPIY CTOKU C HMHJMUKALUEN
JOCTYI €CTh/IOCTYIIA HET.

[IpeaycmarpuBaeTcs MHOTOKOHTYPHAsI CUCTEMA KOHTPOJIS JOCTyIA —

- Ha LEHTPaJIbHOM BXOJE

- Ha BX0/ie B pabouee rnmoMenieHmue
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- Ha BXO/I€ B MAIlIMHHBIN 341l

- Ha BXOJI€ B KOMHaTy MOHUTOPHHIa

- Ha JIBEpLaxX CTOEK

- KOHTPOJIb KPUTHYECKUX 30H.

- OJIOKMPOBKA IIEHTPAIIBHOTO BX0OJ1a HHKEHEPOM O€30I1aCHOCTH.

- JIBYX(aKTOpPHBIA KOHTPOJIb M YY€T BBIAAHHBIX KapT U OpenkoB Ha APMe
CUCTEMBI KOHTPOJISI IOCTYTIA.

Cucrema apxXuBUpyeT JAaHHBIE M (OPMUPYET OTYETHI CIyKObI 0€30MacHOCTH Ha
MPOTSHKEHUH apXHUBa JUIUTEIbHOCTHIO HE MEHEE ABYX HEJEINb.

Cucrema A0DKHAa MPOBOAUTH HMHTEIUIEKTYyalbHbIM MOUCK IO MAaCKUPOBAHHBIM
COOBITHSM.

1.3. Cetn

TenexoMmmyHHKaIMOHHAs cucTteMa mpeaycmarpuBaer He Menee 1000 STP
AKTUBHBIX TIOPTOB.

Cucrema nomkHa OBITH anmapaTHO pasleieHa Ha 3 cerMeHTa - ''BHemHwmii',
"Buytpennuii" u "TepMuHanbHbINA" .

JlokanpHast ceth (cermeHT "BuyTpennuii') Ha 06a3ze BbIcOKockopocTHBIX (400
['0ut/cex) MapIpy TU3UPYIOIIUX MOIYJIbHBIX KOMMYTaTOPOB.

KoMMyTaTtopsl [NOJDKHBI —MpenaycMaTpuBaTh aBTOMATHUECKYIO  3allUTy  OT
HEUCIPABHOCTH KOHEYHOTO aJjanTepa U ero HAeHTU(PUKAIIMIO Ha JTI0OOM YYacTKE CETH.

KoMMyTaTopbl H0oKHBI TIpexycMaTpuBaTh noakiaoderHne FC k mopTy cepBepHBIX
KOP3UH U KOP3UH CEPBEPOB BUPTYAJIU3ALUU YEpe3 CIECLUATU3UPOBAHHOE aIlllapaTHOE
KOMMYTAallMOHHOE 000py10BaHuE, 00eCTIeYnBaloIIEe:

- HEMOCPEACTBEHHOE €IMHO00pa3HOE MOJKIIOYEHHE BCEX KOP3UH;

- BUPTyaJIM3alMI0 Ha YPOBHE MPEIOCTABICHUS YCIYT KOP3UH;

- YYeT U CTaTUCTHKY BBIYMCIUTENIBHBIX PECYPCOB, BBIIEISAEMBIX 110 TPEOOBAHMUIO;

- KOHTPOJIb JOCTyNa Ha OCHOBE 0a30BOM W JUHAMHYECKOM (UIBTpaLUU IO
yIpaBJI€HUEM CEPBEPOB KOHTPOJIS MPABUT,

- MHMHHUMAJbHYIO BBIUYMCIHMTEIBHYIO HArpy3Ky H OBICTpOE€ BpeMs OTKIMKa Ha
ydacTkax 0e3 QuiabTpalyH.

Ha ypoBHe moctyma MCHONB3YIOTCS MapIIpyTH3aTOPhl M KOMMYTATOpHI Cepuid
Catalyst 6500, 4500, 37xx, 35xx, 29xx 1000X, NEXSUS N3K 48 moprossie 10G cepuii
WJIA aHAJIOTHYHBIE.

Jloctyn k cetn "MHTEpHET" OPraHU30BaH Ye€pe3 MAarucTpajJbHbIE MapUIPYTU3ATOPbI
Cisco NCS 5500 pesepBupoBanme 3/2N, mOOKIIOYAIONIHE CETMEHT CETH BHENIHUX
MPOBaNIEPOB WIIM aHAJIOTMYHBIE.

[IpoBaitnepsl obecneunBaroT nocTynm u3 cetu "HMHTepHEeT", B pamMax KOTOpOu
oyner obecrneueno ¢yukruonupoBanue ['MC-oB PecnyOnmuku Ao6xaswsi, (uzndecku
pacnosoxeHHbIX Ha ronaake 11O/l Ha ypoBHE MarucTpaibHBIX MapIIPyTU3aTOPOB.

JUis  opraHu3alil COEAMHEHUS C CETAMHU MPOBAaWJEpOB, Y3Jbl KOTOPBIX
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pacnoyioxkeHbl 1o azapecy: yi. I'enepana Apmba B.I'., HeoOXoauMo mIperycMOTpeTh
npoknaaky coeauHuTenbHbIx BOJIC He MeHee 8 xuia OT Kpocca IpoBaiaepa no0
KoMMyTarmonHoro mkadga O/,

Ha ypoBHe pacnpeneneHus/goctyna HMCHOIB3YIOTCS  MapUIPyTU3aTOpPhl U
koMmyTaTophl cepuii Catalyst 45xx, 40xx, 37xx, 35xx, 29xx, Cisco 7600, 7300, 36xx,
26xx, 25xx, 17xx, MmexceteBble 3kpanbl PIX 525. 535., unu aHanoruvxbie

CermeHT "TepMuHanbHBIA" MOCTPOEH Ha 0a3e CTEKa LIEHTPAJIbHBIX KOMMYTATOPOB
Catalyst 3750 u xkommyTtatopoB pacnpeneneaust Catalyst 2980x2, 3750 u 3550 umm
ananornunblx (Kommyratop HPE SN4600cM, SN4600M, npexacraBuser coOoi
ceteByto mathopmy Ha 6a3e 100GbE).

CermeHT «TepMHUHAIBHBIN» JOHKEH OOECIeYrMBaTh BBICOKYIO IUIOTHOCTh H
POU3BOUTEILHOCTh C KOMMYTAIIMEH «HAa CTOMKE» MpPH JIOCTATOYHON MOOUIIBLHOCTH.
YerpolicTBa JOJDKHBI YIPaBIAThCS udepe3 ymnpasisembii unrepdeiic (XML, nabop
¢bynkumii OpenFlow ).

Hwxke  nmaHHOTO  ypOBHS  pPACMOJIOXKEHBI  KOMMYTaTOpbl  OBICTpOTO U
HETOCPEACTBEHHOIO JIOCTyna K KOp3WHaMm BbluuciauTenbHbiXx cpenq LHOJ wu
MPEJOCTABIIATh YIPaBIsieMble W BHUPTYAJIbHBIA CETEBOM HMHTEpPEiic BUPTyaIbHON
BBIUHMCIIUTEILHON Cpee.

VYupexxaeHus u noapasziefieHusl «TOYKa MPUCOEAMHEHUS-TOYKA MPUCOETHUHEHUS
nojakiovarores nocpenctsoM rpymisl N+1 mapupyruszaropos Cisco 2651 XM.

MarucTtpajgbHbIM  MaplHIpyTH3aTOpaM MPUCBAUBAIOT aJpPECHbIE OJOKM I
YIpaBJICHUS aIpECHOT0 PACHPEEICHUS B CETAX MPOBaNIEPOB.

Jlist anpecHbIX 0JI0KOB IpuoOpeTaroTcs aapecHsie |P 61o0ku rpynmsl A.

1.4. Cucrema ob0ecrnieueHHusI TOUYHOTO BpEMEHH.

B cootBercTBHM co ctangapTom Ha kiaccudukamuioo B I{OJl ycranaBmuBaroTcs
nBa HesaBucuMbix cepepa (Ul) BpeMeHHM, MOAKIIOYAEMBIX K ABYM pa3IdYHBIM
HWCTOYHHUKAM TOYHOTO aTOMHOTO BPEMEHHU.

Crpar-cepBep OpraHuM30BaH Ha OTJCIBHOM TPEThEM cepBepe, 00ecCreYrBaIOIIUM
TPAHCJISILIAIO TOYHOTO BPEMEHU B «JIOKAIBHON» CETH)

1.5. llenTpajibHasi cUCTeMA XPAHEHUS JAHHBIX U CeTh XPaHEeHUs TAHHbIX

LlenTpanbHast CceTh XpaHEHUS [AaHHBIX, JOJDKHA OBITh TOCTpOEHAa Ha 0Oaze
texnosiornu Fiber Channel - kommytatoper HP SN6000 8Gb 24-pt Dual Power FC
Switch (AW576B), coemuusieT uian OObBEIMHSET CHCTEMBI XpaHeHHs maHHbix HPE
StoreVirtual 3000 Series, cuctemamu xpanenus ganasix HPE MSA, HP StoreServ
9000, CXJI 3PAR StoreServ 8440 nnst 061a4HBIX IIEHTPOB 00paOOTKH, TaHHBIX.

CereBoit CXJI HP StoreAll 8800 Storage Node (H6Z60A) c cepBepHbIMU
kop3uHamu CepBep CTO ProLiant DL380 GenlO0 24 SFF wu o0madyHbpIMH
BerancauTensubpME KoMimiekcamu HP Cloudline CL1100 G3.
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Jns vyxn CX]I xpaHneHus TaHHBIX opraHu3oBaHa ontoBosjokoHHas CKC oOmei
emkocThio Oosee (500) mopToB.

B cocraBe CX]I umerotcs mectb cucteM xpanenust HPE StoreVirtual 3000 Series

U mecTh auckoBbix cucteM Compag RA 8000 Chassis Rackmount Expansion
Cabinet 24 Slot

Ha o6ase cucrembr 2-x HPE StoreVirtual 3000 Series mocTtpoeHo eauHOe
BUPTyaJIbHOE XpaHWJHUIE AaHHBIX, oObenuHsiomee cucrembl xpaHeHus O/,
pa3zieJICHHOE Ha TPH KJlacTepa BUPTyaIH3aIiu.

CepBepHbIE KOP3WHBI MOAKIIOYEHBI K CETMEHTY «TepMUHANBHBIN» TOCPEICTBOM
KommyTtatopa HPE SN4600cM, SN4600M, ceteByro iatrgopmy Ha 6a3e 100GbE.

1.6. CucTema pe3epBHOr0 KONMMPOBAHUS - MOJAKJIIOYEHHE

CXJI pe3epBHOro KOMHMPOBAHHUS MOAKIIOYEHBI K CETH YpOBHsS «BHyTpeHHHI» Ha
6a3e Texnosnoruu Fiber Channel yepe3 BcTpoeHHbIe Moty MapiipyTuzaropos FC.

JlenTouHas cucreMa pe3epBHOTO KOMUPOBAHUS OpPraHU30BaHA Ha 000PYIOBAHUU
CUCTEMBI XpaHeHus JaHHbIX HP.

Jlns obecrieueHus paboThl BHYTpeHHUX ceTeBbiX cyx0 DNS/DHCP/WINS/Active
Directory ucnomns3yetcs nporpammuoe ooecrniedenue Cisco Systems Network Registrar,
pabotarormiee Ha 3-x cepBepax 3-x HPE ProLiant DL360 Genl0 Plus.

CepBuCHI peno3uTOpUEB KaTtajoroB padoraroT Ha cepBepax HP Proliant Ha 6a3ze
onepannonHoi cucremsl UNIX Server,

CepBepst DNS/DHCP mnoaxitoueHsl kK ceTd «TepMUHaNbHBIN» MOCPEACTBOM
MapIIpyTH3aTopa

1.7. Cuctema ynpaBjeHust

Cucrema ympaBjeHHST TIOCTpoeHa Ha 0a3ze TPOrpaMMHOrO OOecredeHUs
BUPTYJIU3AIUH.
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BepTukansHoe 0ToBpax)eHve Ha OCHOBE FOPU3OHTANEHOMD

Jns  ynpaBieHHs TEJIEKOMMYHHUKAIMOHHBIM OOOpYJIOBaHHEM OCYIIECTBIICHA
unrterpamus ¢ [10 Cisco Works.

LleHTpanpHbIE CEPBUCHI CUCTEMBI YIIPABICHUS (PYHKIIMOHUPYIOT Ha 0a3e cepBepoB
HP Proliant DL380.

Cucrema ynpaBieHHUs BblOMpaeTcsl Tak, 4To Ha Bcex cepsepax IO/l paborator
areHThl CUCTEMBI YIIPABJICHUSI.

Ciyx0a TeXHUYECKOW TOMIEPKKH wucnoibp3dyer Service Desk. Drtor cepsuc
pPETUCTPUPYET 3asiBKU I0JIb30BATENICl Ha O0OCIY)KMBAaHWE U KOHTPOJIHUPYET UX
UCIIOJIHEHHE, U OPMUPYET COCTAB MPEAOCTABIAEMBIX YCIyTl U aBTOMAaTUYECKHUE cUeTa
YCIYT.

Cucrema Service Desk uHTerpupoBaHa ¢ CHUCTEMOW YyIpaBI€HUS CETEBBIM U
CEpBEPHBIM OOOPYJOBAaHUEM M CHCTEMOM YIPABIEHUS TEICKOMMYHHKAIMOHHBIM
000py/1I0BaHUEM.

JIns monuTopuHra npousBoaurenbHocTy noacucteM MMBC u UTL ncnions3yeres
CIICLIMAJIM3UPOBAHHBIN ITPOTPAMMHBIN KOMILIEKC.

Jlns  monutopunra mnpomsBogutenabHoct (Web, CVYBJ, DNS, WHOIS)
NPUWIOKECHUN W aHaiuu3a TPaH3aKUUMKA MCIIOIB3YETCA  alllapaTHO-IPOTPAMMHBIN
KOMIUIEKC Ha 0a3ze CIenuaJIu3upOBaHHBIX CEPBEPOB U IPOTrPAMMHBIX AareHTOB,
MHTETPUPOBAHHBIX COBMECTHO C ar€HTaMH CUCTEMBI YIIPABJIECHUS.

Uucno APMoB MOHUTOpPUHTA U CKAJIAlIM HE MEHEE TPEX.
Yucno APMos ympaBneHus:

- BUpyTanu3amus - 2,

-CX]I - 2;

- Cetn - 3;

- CYB/ -2.

1.8. DxpaHbI 6€301ACHOCTH.

B momemnieHMM MOHUTOPUHTA YCTAHABIMBAIOTCS YETHIpE MIMPOKO(OPMATHBIX
SKpaHa Ha CTEHE /IS BBIBOJA 00s3aTEIIbHBIX 3JIEMEHTOB OTIOBEIIICHHUS,
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- KJIMMaT;

- TOJOBHOM NUIIO3, COCTOSIHUE «TOYKAa TMPUCOCAUHEHUS», COCTOSHHE
MapuIpyTH3aIUH;

- YPOBEHb IITOPMA;

- KOHCOJIMIMPOBAHHBIE KPUTHICCKUE TTOKA3aTeNIN OE30MaCHOCTH;

- COCTOSIHME YPOBHS MPEIOCTABICHUS YCIIYT;

1.9. llenTpanabHblii cepBep 0a3 JaHHBIX U HHTPaHeT-mopTaaa O/

Cepgepa 6a3 nannbIx - Hewlett-Packard SuperDome.
JlBa cepsepa Hewlett-Packard V890, a Takxe kmactep Ha 0a3e 8-u cepepoB HP -
croeunsle cepBepsl HPE ProLiant DL Genll Rack.

1.10. CepBepbl NPUKJIATHBIX CHCTEM

BrorauciauTenbHbIA KOMILIEKC oOecrieueHus paboThI MIPUKJIATHBIX
HH(POPMAITMOHHBIX cUCcTeM HacuuThiBaeT 6osee 30 puznueckux cepBepoB, U3 HUX B TOM
qucie:

30 ceprepoB Ha Intel-matdopme ProLiant DL Genll u 5-u cepBepax cepBepax
ynpagsienus cucrembl HPE SimpliVity 380 Genl10.

Ha 3-x cepBepax HPE SimpliVity 380 Genl0 pa3BepHyTa cucreMa
BUPTyaJIM3allMM BBIYMCIUTENbHBIX MOA ynpaBiennemM VMWare Infrastructure 3
Virtualization Suite.

Ha 2-x cepsepax HPE SimpliVity 380 GenlO pasBepHyTa crucreMa KOHTPOJIS
nocryna k cpeae supryanuzaunud VMWare Infrastructure 3 Virtualization Suite.

- mpomsBoautenb HP mpuBoguTCs AN CpaBHUTENBHBIX XAPAKTEPUCTUK M HE
ABJISIETCS 00s3aTEIbHBIM TPEOOBAHUEM.

I'nasa 2. Un:keHepus.
2.1. CTpykTypupOBaHHasi KabeJbHAasi CHCTEMA.
Cucrema CKC mnoctpoena Ha o0opynoBaHuM HacuuThiBarommx He meHee 500

noptoB ST.
TpedoBanus k CKC uznoxenst B [Ipunosxenun Nel.

2.2. PDU.
CToliKy yCTaHOBKHM 000PYI0BaHUSI OCHAIIIEHBI IBYyMs Oiokamu nutanust PDU

¢ C MOHUTOPUHIOM [apaMETPOB OKPYKAIOUIEH Cpe/Ibl
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« nogxiroueH Kk LAN ugepes npoBoanoit Ethernet, unu Gigabit Ethernet

« KackagHoe/neiioBoe moakmoucHur\e PDU  is  MUHUMHU3AaLKMKA — TOYEK
noakirrouenus Ethernet

o [IBETOBAsI WHJMKAIMS DPA3JIMYHBIX JIMHUM MUTaHUS, HANpumep, JuHud A u B,
Pa3HBIX LENEN MUTAHUS

¢ IPETyCMOTPEHBI  yACPKUBAIOIIME 3aXHMbI, PO3CTKH C (uKcaTopamMu U
CIIEHHAJIbHBIC IIHYPBI IUTAHUS.

e MUTAKONIAs JIMHUA NOJKHA BxoauTh B PDU ¢ Bepxy, B 3aaHEW 4acTH CTOMKH,
YUUTBIBATh MyTh MPOKIAJAKU KaOess MUTaHUS MO CTOMKE M pajuyCc M3rHOOB Kabems.
TumoBbie BapuanTbl kaOenst mnuTanus nans croeuynsix PDU - cBepxy/cmepenn,
CBepXy/c3aau

o I[I/ICTaHI_II/IOHHOG YHPABJICHUC BKIIIOYCHUCM ITUTAHUA

« BoiBo n1ByX metenb nutanus ¢ AByx 0jokoB UBII, mpeaycMOTpeHHBIX B paMKax
peanu3aluy HHKEHEPHOU HHOPACTPYKTYPHI.

« B nensax uckmodenus: Beixoga u3 crpos PDU mo meperpeBy 0e3 BCTpOEHHOTO
OBM  ympaBieHuss JUCTAaHIIMOHHBIM IMHTaHUEM M pacdyeTa DJICKTPUYECKOIO
MOTPeOICHUS.

e C MHJIMKALIUEW MEPETrpy3KHU N0 HATPYKEHHON JTUHUU.

I'naBa 3. Bupryanuszamnus.
3.1. llenTpasbHasi cUCTeMAa XpPaHEHUs] KIIMEHTCKHUX 023 JaHHBIX

B MHNUBC IO/ BbImenstoTCs cepBepbl XpaHEHUS JaHHBIX 0a3, JaHHBIX Ha
KJIACTEPHOM cucteme XxpaHeHus JaHHbix HP.

3.2. llenTpajbHbIE cepBEPHI YIIPaBJIeHUsA 0a3aMU JaHHBIX

B MMBC IO/ BbIACTAIOTCS CEpBEPHl XpAaHEHHS yMpaBlieHUs 0a3amMu JaHHBIX Ha
cepBepax ¢ MajabiM BpeMeHeM oTkinka HP.

Cpensl kop3uH xpanenusa naHHbix CYBJ] u cucrem ynpasnenuss CYDBJl nomxna
MpENyCMaTpPUBATh BUPTYAIU3ALMIO BBIICICHUS PECYpPCOB XPAHEHUHW M PECYpPCOB
ynpasienuss CYB/I, web-ciyx0, n myOauyHoro cereBoro uurepgdeiica.
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3.3. CepBepbl TECTOBBIX Cpe]

Jlns  ynpaBineHHs KOHQUTypalusMU M KOHTPOJS M3MEHEHUIl NpOorpaMMHBIX
cuctem L{O/] opranusyroTcsi TeCTOBbIE CEpPBEPHBIE IPYIIBI HHPOPMAIIMOHHBIX CUCTEM
HO/I — cranpapthsie cepBepa UL.

I'naBa 4. UC HO/. TpeGoBanusi U 3a1a4M.

4.1. TpeooBanus k MHWT-cucremam, (YHKIMOHMPYWIIHUM B COCTaBe
obopynoBanusi 1O/, 3anaun, pyHKIUOHAJIBLHOE IeJIeHUE

B pamkax wucnonHeHuss ~KOHTpakTta lcmomHuTens  JOJDKEH — CO31aTh
uHppactpyktypy Service Desk cmyx06 HWT Ha OCHOBE EAMHOTO 30HTUYHOTO
cymepsusopa (Supervisors), mis oOecnedeHus OecriepeOONHOr0O MOHHTOPHHTA,
IJJAHOBOTO TECTHPOBAHUSA WU KOHTPOJIA COCTOSIHUSL BCErO KOMIUIEKCAa IPOrpamMMHO-
anmapatabix cpencts UMBC u UTL, a Takxke uHx)eHepHONU HHOPACTPYKTYPHI

DJNIEKTPONHUTAaHUE — MOHUTOPHUHT, 3allyCK IUIAHOBBIX TecTOB reHepaTtopoB WBII,
ctostane PDU.

KJIMMAaT-KOHTPOJb — BHU3yalM3alus IIOTOKOB BO3AyXa W MHUKpPOKIMMAara Ha
CTOMKAaX.

KOHTPOJIb JOCTYIAa — COCTOSIHUE U IUIAHOBBIE TECTHI OXPAHHBIX CUCTEM U 30H.

[0’KapHO-OXPAHHASI CUCTEMA — CTOSIHUE U TUIAHOBBIE TECTBI

BUICOHA0JIIO/IEHUE — COCTOSIHUE U TIJIAaHOBBIE TECTHI.

BUPTYaJIU3alUs — COCTOSIHUE CPEJl, YPOBEHB 3aIpPOCOB,

CeTh - BHU3yalM3auusi Tpapuka, TOUYEK MPUCOEAUHEHHUS, COCTOSHUE
MapuIpyTHU3allU, COCTOSHUE KOP3HH.

CX/1 — cocTosiHrE TUCKOB - HEUCIIPABHOE, COCTOSIHUE KOHTPOJIIepoB CX /|

Dkpanbl oduiepoB 0€30MACHOCTH, pa3jeiisieMble, 3alllUIAaeMble IO KPUTUUESCKUM
y37aM uHdOpMaIuu.

DKpaHbl CIyKObl yueTa MpeA0CTaBISIeMbIX YCIIYT.

CoznaBaemas UT-coyx6a nomkHa UMETh cieaytomiee QyHKIMOHATBHOE JIEICHUE:
- Cnyx0a sKCIUTyaTallu TEXHUYECKUX CPEICTB M MHQPACTPYKTYyphl (nanee -
Cny>x0a sKcIuTyaTaiun).
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- Cnyxx0a CHUCTEMHOIO aJMUHHMCTPUPOBAHUS, MOJACPKKUH OOLIECUCTEMHOTO H
CTaHJApPTHOIO MPHUKIATHOTO MporpamMmHoro obecneueHuss (manee - Coyxba
CUCTEMHOIO  aAMHHHMCTpUpoBaHus). Ciyx0a CHCTEMHOrO  aJIMHUHUCTPUPOBAHMS
B3aUMOJEHUCTBYET C MOJpa3fesieHUsIMU 3aKa3uuka, [0 BOINpocaM HH(OpPMALMOHHOU
6e3omacHOCTH, (YHKIIMOHUPOBAHUS aBTOMATH3UPOBAHHBIX HMH(OPMAIIMOHHBIX CHCTEM
n uHpopmarmonsbix cepsrucoB MMBC u UTL, a Takxke (o mopydyeHuro 3aka3zyuka) C
BHEITHUMH OpPTaHU3alMsIMUA 10 BOMPOCAM MEXBEIOMCTBEHHOTO HH()OPMAIIMOHHOTO
B3aNMOJICHCTBUSI.

4.2. TpeGoBanusi K NPOrpaMMHOMY 0OOeCleYeHHI0 MOHHMTOPHUHIA CJIYKOBI
IKCILTyaTALMU

OCHOBHBIMH 337]a4aMH CITyKObI IKCIUTYaTallUuU SBIISIFOTCS:

- MOHUTOpPUHT, OTCICKMBAHNE U3MEHEHHUH U BeJieHHE 0a3bl JaHHBIX COCTUHEHUH C
akTuBHBIM oOopyaoBanueMm B 1K 11O /]a;

- TECTUPOBAHUE KOMIIOHEHT HWHXEHEPHBIX CHUCTEM, TEICKOMMYHHUKAIMOHHOTO
000pyI0OBaHUs U CEPBEPOB;

- TpOBEpKa  CETEeBBIX  MOJAKIIOUYEHWH M  HACTPOEK CO  CTOPOHBI
TEJIEKOMMYHHUKAIIMOHHOTO 000PYAOBaHNUS;

- MOHHTOPHHT, OTCJIC)KUBAaHUE U3MEHEHUH 1 BeJICHHE 0a3bl TAHHBIX COCTMHCHHUH C
nopramu CKC;

- MMPOBEpKa CTaHJApPTHOro (6a30BOr0) MPOrpaMMHOro 0OecreyeHus: MporpaMMHO-
amnmapaTHBIX KOMIUIEKCOB, TEJICKOMMYHHUKAITMOHHOTO 000PY/TI0BaHHUS,

- KOHTPOJIb HEOOXOJMMBIX OOHOBIEHUW Juisi ©a30BOTO  MPOrpPaMMHOTO
oOecreuyeHus;

- DKCIUTyaTaIus 000pyI0BaHUS U CUCTEM CBS3H;

-TIOJIEp’KKa B pabOTOCIIOCOOHOM  COCTOSSHUM — CHCTeM  Oecrnepe0oitHOro
ANIEKTPOINUTAHUS, TIOKAPHO-OXPAHHBIX, BUIEO HAOIIOIEHUS, MPE3CHTAIIMOHHOTO
KOMILJIEKCA U JIp.

4.3. TpeGoBaHusl K IPOrPAMMHOMY 00eCeYeHUIO CIYKObI yueTa (OUINHIa)

Cny>x0a ydera yciayr OCHallleHa CUCTEMOM arperupoBanusi U (GOpMHUPOBaHUS cUeTa
3a MpPEJOCTAaBICHHbIE YCIYTM HAa OCHOBAHMM JIAHHBIX AareHTOB YIPaBJIEHUS
uHppactpykrypoit UC.

4.4. TpeGoBaHMs K IPOrPAMMHOMY 00eCleYeHUIO CJAYKObI IKCILUIYyATAIUH

Munumanbsselil coctaB APM citysx0b1 SKCITyaTanuu:
- CUCTEMHBIN aJJMUHHUCTPATOP;
- aIMMHUCTPATOP KOMMYHUKaLUN;
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- aIMUHHACTPATOP CUCTEM YIPABIICHUS;

- DHEPICTHKA,

- CHCTEMBI KIIMMAaT-KOHTPOJIS;

- C1a00TOYHBIX CUCTEM;

- OMJIJIMHIOBas CUCTEMA;

- APM UB;

- APM monutopurra IAAS, PAAS, SAAS.

CoBMecTHTENbCTBO (DYHKIIMI HE JTOTTYCKAeTCsl.

4.5. TpeGoBaHus K MOJE/IH YIIPABJICHUS

JUist  pelieHusT TEPEYMCICHHBIX 3aJad  HEOOXOAMMO TOCTaBUTh CHCTEMY
ynpasienne WT-ycnyramu (IT Service Management, ITSM), ocHoBaHHOW Ha
CEPBUCHOM MOJEIMN U MPOLIECCHONW CUCTEME YIPABJICHUS. YIIPABICHUE AESITEIbHOCTHIO
noctaBiuka UT-ycayr nommkHbl 6a3upoBaThCsl Ha MPaKTHUKax, 000OIIEHHBIX B U3JaHUU
IT Infrastructure Library (ITIL).

B cootBerctBum ¢ ITIL noiKHBI OBITH BBIACNIEHBI CIAEAYIOIIHME TPYNIbI 0A30BBIX
ITPOLIECCOB:

- ynpasienue unnuaeHtamu (INC) u opranuzamus ciyk0bl moaaepxku (Service
Desk, SD) mo3BoJisitoT HaJIaauTh B3aUMOJICCTBHE C ITOJIL30BATEIISIMUA U CHATH HauboJjee
OCTpble MPOOJIEMBl UX TMOJJIEPKKH, TAKHE Kak '"mOTepu'" M MOBTOPEHUE MHUUICHTOB,
JUITENIbHOE BpeMsi peakuuu. Llenb mporecca - ckopeiiee ycTpaHEHUE HHIMACHTOB,
0]l KOTOPBIMH MOHUMAIOTCS JIIOOBIE COOBITHS, TpeOyIOLMe OTBETHOM peakiuu: cOou,
3ampochl HA KOHCYJIbTAIMU U T.11.;

- ynpasinenne koHdurypamueit (CFG) Hameneno Ha QopMupoBaHuEe W
MOAACP)KAHUE B AaKTyaJlbHOM COCTOSSHUM OIMCAaHWS W JIOTUYECKOW MOJEeNu
UHDPACTPYKTYphl, a TaKKe Ha €€ CTaHJapTU3alMI0. DTOT MPOIECC WrpaeT pPoib
MO/IJIEP KU BAIOIIETO SISl O0IBIIMHCTBA ApyTrux nporeccoB ITIL;

- ynpasienue usmeHeHuamMu (CHG) muHumusupyeT yuiepO oT U3MEHEHUN MyTeM
MX COTJIACOBAaHHOTO MHTETPUPOBAHHOIO BHeApeHus. Llens mpoiecca - KoOOpAMHUPOBATH
MPOBEICHHE HW3MEHEHUH, a TaKXKe COXPAaHUTh pabOTOCIOCOOHOCTh CpEIbl MpHU
MPOBEICHUN U3MEHEHHUI;

- yripaBiienue npobiaemamu (PRB) mo3BosisieT yMEHBIIUTE YUCIIO0 CO0EB - B MIEPBYIO
ouepe/lb, KpUTUUHBIX i1 pyHKIMoHUpoBaHus UT-undpactpykrypsl. 310 1ocTUTaETCS
3a CUET BBISBJICHUS M YCTPAHCHUS IPUYUH UHITUEHTOB;

- yrpaBiieHue ypoBHeM cepBuca (SLM) HampaBiieHO Ha BBISBICHHE TOTPEOHOCTEH
3aKa34MKOB M OOECIeueHUEe COrJIacOBaHHOro KauectBa yciyr. llenmp mpouecca -
BBISIBUTH TPEOYEMBIil COCTaB U YPOBEHb CEPBHCA, CIECAUTH 3a €ro JOCTIKEHUEM, a TIPU
HEO0OXOMMOCTH - MHULIMUPOBATH JEHCTBUS MO YCTPAHEHUIO HEKAUeCTBEHHOTO CEPBHUCA;

- ynpasinenue wuHbpacTpykrypoir u mnpuioxkenusmu (ICT) oxBaTeiBaeT
HU3KOYPOBHEBBIE  TIPOIECCHI, oOecrmeunBarone 0a30Bble  MHPPACTPYKTYpPHBIE
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ornepanuu (HalpuMmep, Pe3epBHOE KONMUPOBAHUE) M MOJAECPKKY >KMU3HEHHOIO LIMKIIA
IPUIOKECHUM;

- Vmpasnenue HenpepbiBHOcThIO (IT service continuity management). Llens
npouecca - 00€CHeYuTh TapaHTUPOBAHHOE BOCCTAHOBJIEHHWE WH(PACTPYKTYpHI,
HEO0OXOAMMOM JJIs1 MPOJOJKEHHS pabOThI, B CIIy4ae UYpe3BbIYAHONW CUTyaluu: MoXKapa,
HABOJHEHUS, OTKJIFOUEHHSI JIEKTPOIHEPTUU.

B nponecce padotet UT-ciayx0bp1 B coorBercTBUM ¢ ITIL cnegyer yuuThBaTh
O0COOEHHOCTH M TpeOOBAaHMS 3aKa3yMKa [0 YIPABIECHUIO MPOLIECCAMMU.

4.6. Cayxba Service Desk

B pamkax peanuzanuu 6azoBoro komruiekTa ymnpapieHus uHinujaeHtamu (INC)
HcnonHuTens JOMMKEH OpraHu30BaTh (PyHKIIMOHUPOBaHUE Ci1ykO0bl Service Desk.

Cnyx6a Service Desk mombkHa SBISTBCS €IUHONM TOYKONW KOHTAKTa MEXIY
nosnb3oBatenieM u IT cmoyxOoil. B ocHOBHBIE 00s13aHHOCTH 9TON CITy>KOBbI JIOJKHO
BXOJIUTh KOOPAMHUPOBAHHE 3alPOCOB HA YCTPAaHEHUE MHIMJIEHTOB, a TAK)KE 3allpOCOB
Ha 00CITy>)KMBaHUE U MPEIOCTaBICHUE HOBBIX CEPBHCOB.

B o6s3anHO0CTH Cityx)0b1 Service Desk n0KHO Takke BXOAUTH OBICTPOE pelIeHue
3apoCcOB C TOMOLIBIO, MOMOJHAEMOW 0a3bl 3HAHMM, a TaKke HHPOPMUPOBAHUE
KJINEHTOB U ynpasieH4yeckoro cocrasa L{O/] o xoae pa3pemennss THUUIEHTA.

Cnyx6a Service Desk nomkHa o0ecrieunBaTh:

- €IMHYI0 TOYKY OOpalIeHus K CiTyK0e MOJIEPKKU;

- CTaHJAPTHBIN CITOCOO PETUCTPAIMU U BbIIAYU 33JlaHUN CIICHIUATUCTaM;

- KOHTpOJIb MOCJEOBATEIbHOCTH OKa3aHUsl YCIyr, MOTPAYeHHOTO BPEMEHU U
peCypcoB;

- Ha3HAuYE€HHE MPUOPUTETOB 3alpocaM B 3aBUCHUMOCTH OT THMA 3alpoca,
KOHKPETHOI'O MOJIb30BaTENsI UM IPYTUX 00CTOSITENBCTB;

- JCKaJalMs 3alpocoB W HHIMJEHTOB, ONOBEIICHHE COOTBETCTBYIOIIUX
aJIMUHUCTPATOPOB;

- XpaHeHue 0a3bl 3HAHWM MO MPOILLIBIM 3aMpocaMm, MO3BOJISIONIEE CHEUATNCTAM
OBICTPO pa3peniaTh MPOOJIEMbI, CXO0KHUE C YK€ BO3ZHUKABIIUMH MIPOOIEMaMU;

- OTYETHOCTb IO 3aTpaTaM BPEMEHH U CPEACTB Ha BHINOJHEHUE 3alIPOCOB.

Cpenu 3anmpocoB, 00CTyKMBaeMbIX CIy>k001 Service Desk, BeiienstoTcs:

- 3ampockl Ha oOOcnyXuBaHWe (CTaHAAPTHBIE 3aMpoChl Ha  MOAJEPKKY
(YHKIMOHUPOBAHUSI CUCTEMBI);

- 3a1poc Ha 00pabOTKy MHIUACHTOB (OMpEIENsIeTcs Kak OTKIOHEHHE, BBIXOIAIIEe
3a paMKH JIOIyCTHMOTO 3HAUYE€HHUS, HAalIpUMeEp, Cephe3Hasi HermojaaKka B CUCTEME);

- 3aIpOChl HA M3MEHEHHE COCTOSHUSI CHUCTEMBbl - HallpUMeEp, YCTAHOBKY HOBOTO
000pyI0BaHUS ¥ IPOTPAMMHOTO 00ECTICUCHHUSI.

4.7. TpeooBanue k paszmemeHuio UT-ciry:k0b1
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NT-cnyx6a nomkHa pasmemarbes Ha teppuropun IO/,
4.8. TpeGoBaHusI K HATEKHOCTH

TexHUYeCKHe U MPOrpaMMHBIE CPEACTBA YCIYT MO COMPOBOXKICHUIO U CEPBUCHOMY
obocmyxuanuto MMBC n UTL] LHO/I nomxHbl 06ecieunBaTh:

- paboTy TOJIb30BaTENICH, MPOTrPpaMMHBIX KOMIIOHEHT U obopymoBanus MUBC u
NTII B permaMeHTUPOBAHHBIX PEKUMAX;

- ONEpaTUBHOE BOCCTAHOBJICHHE (DYHKIIMOHUPOBAHUS MPOTPAMMHO-TEXHUYECKUX
CpelCTB mocie cO0eB U 0TKA30B 000PY/I0BaHNUS;

- COXpaHEHuE LEeNOCTHOCTH mnporpaMm u JaHHbIx MKC myrem omepaTuBHOTO
BOCCTAHOBJICHUSI HA MOMEHT IIPEAIECTBYIOIINN aBApUNHOMY 3aBEPIICHUIO IIPOLECCOB.

HoctynHocth o6opynoBanus MMBC u UTL ana nonwszoBateneit MMBC u UTI]
noJbKkHA ObITh He MeHbIle 99,98% oT paboyero BpemMeHHU.

JIOCTYMHOCTh KPUTHUYHBIX cepBHUCOB M nonb3oBateneit MMBC u UTL nomxna
ObITh HE MeHbIe 99,97% ot pabouero BpeMeHH.

JoctynHocts HekputnuHbiX cepBucoB B MMBC u UTL] nna nonb3oBareneit
noJkHa ObITh HE MeHblIe 97,0% oT paboyero BpeMeHHU.

Bpemst nmpoctost emunuinnbl obopynoBanus MMBC u WUTL] no 3aBucSmiuM OT
TEXHOJIOTUY MPUYMHAM HE JOJDKHO MPEBBIIATH 8 U B TO/I.

4.9. ITocTaBka 3anacHBIX YacTell, pacCIMPEeHHbIX TAPAHTUIIHBIX COTJIAlIeHU

B paMkax koHTpakTa HEOOXOAMMO 00OECTICUUTD:

- IlocTaBKy paclIMpeHHOM W CTAaHAAPTHOM NAPAHTHUU M TEXHUYECKOM MOIJIEPIKKU
(CepBUCHBIX KOHTPAKTOB) IO KJIIOUYEBBIM YCTPOHWCTBAM M NPOTrpaMMHBIM KOMIUIEKCAM
NNBC u UTLI.

- PeMOHT B paMKax MOCTaBJICHHBIX CEPBUCHBIX KOHTPAKTOB BBIIIEAIINX U3 CTPOS
anmnapaTHbIX CPEJCTB.

- IlocTaBKy 3amacHbIX YacTed M PacXOJHBIX MaTEpPHAIOB, HEOOXOIUMBIX IS
oOecrieueHuss  OecniepeOOMHOTO  (PYHKUMOHUPOBAHMS  MPOrPAMMHO-AIIapaTHBIX
KOMILJIEKCOB, T€JIEKOMMYHUKalIMOHHOTO 00opyaoBanust u OI1O UNBC u UTLI.

- IlocTaBky 00OpyIOBaHUs, 3allaCHBIX YacTel M OKa3aHWE YCIYr MO MOHTAXY H
n3Menenuto snemenToB KBC MNMBC u UTLI.
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Hpnioxenne Nel

K TEXHMYECKOMY 3aJaHHMI0 HAa peaaun3anuio TpeTbero 3ak/JIl04YUTeIbHOI0 3TaNa

CpeaHeCcPOYHOH 1HeieBoi nmporpamMmel «Co31aHue eMHON cucTeMbl (POPMHUPOBAHUS, XPAHEHUS,
HCIOJIb30BAHMS M 3a1IUTHI FOCYyAaPCTBEHHbIX HH()OPMAIIMOHHBIX PecypcoB U 0a3 JaHHBIX»

CrpykrypupoBanHas kadeabHasi cucrema LHO/L

CKC nomxHO cTpoUTCS C CUCTEMOW aHanu3a coeAuHEeHUH. 1Ipn opraHusanyy ropu3oHTAIBHBIX
pacnpeenuTeNbHbIX 30H HE00X0AUMO IPETyCMOTPETh pe3epB He MeHee 50% 0T eMKOCTH KPOCCOBOIO
T10JIs1 IIPH NTOJIHOCTBIO BBIIIOJIHEHHON KPOCCUPOBKE aIllIapaTHBIX CTOEK 30HBI.

Tpebosanust k CKC B NpoeKTHpyeMbIX MOMEUIEHUSIX JOJKHBI OBbITh c(pOpMHpOBaHBI Ha dTame
npoekTupoBanus. Ilo Bceil ymHe kabeneil HE0OXOAMMO HAHECTH MApKHPOBKY Ha KaXKbl Kabenb
CKC, olGecrnieunBaroiyo OJHO3HAYHYIO UIeHTU(]UKaIMIO Kabens. MapkupoBKa JTOJDKHA OBITH JIETKO
YUTaeMa P CTaHAAPTHOM OCBEIICHUH. MUHUMAaIbHOE KOJMYECTBO MECT MAPKUPOBKH ONIPEAEIAETCS:

- pazpemMa KpOCCOBOM MaHEINH;

- Ha BBIXOJI€ U3 alMapaTHOro mkaga;

- Ha BXO/JI€ B JIOTOK (TIpH yJaJ€HUH OT BBIXOJa U3 MmKada 6ojee yeM Ha 2 MeTpa);

- Ha BCEX OTBETBJICHMSIX U M3r10ax KabeabHOro JIOTKA BJIOJIb TPACChI;

- Ha BXOJI€ B KPOCCOBBI HIKad;

- Y pa3bemMa KpocCOBOTO MOJIS.

KpoccoBble mIHYpbI AOJKHBI ObITh MapKUPOBaHbl YHUKAIbHBIM 00pa3oM € JIByX KOHLIOB. B
COOTBETCTBUH C TPEOOBAHUAMU M PEKOMEHIAIUSAMU, U3JI0KEHHBIMU B paznene 6.2.1. crangapra TIA-
942 n HopmaTtuBHBIX JokyMeHTOB, CKC nomkHa oOecrieunBarh:

- KpyTJIOCYTOUYHYI0, KPYTJIOTOIMYHYIO SKCILTyaTalllio B TEYEHHE FrapaHTUIHOTO CPOKa;

- BHECEHME M3MEHEHMHI B CMOHTHPOBAHHYIO CHUCTEMY, COXpaHAs yYIOPaBIAEMOCTb H
HETIPEPHIBHOCTH PaOOTHI;
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- pacmupeHue KOJUYECTBA COCAMHEHUH Ha BCEX YPOBHIX C HEOOXOIWMOW YCTaHOBKOMH
000py/I0BaHUsI U OPTaHU3ANKMEH HOBBIX COSIMHECHUMN, C BO3MOXXHOCTHIO BHECCHHSI HOBBIX DJIEMEHTOB B
CUCTEMY aHaJln3a COeIMHEHUM;

- (dopmupoBaTh 3amaHME HaA OPraHU3alMI0 HOBBIX MOAKIIOYECHUH C WHIUKAIUEH
KOMMYTHPYEMBIX IIOPTOB IIOCPEACTBOM CHCTEMBI aHAIIU3a COEIMHEHUI;

- BEJICHUE KypHajia COeIWHEHUH, 00ecleynBaloIero ONepaTuBHbIN T0CTyn K MH(pOpManuu o
Mmecte noboro u3 umeromuxcs B KMW coenuHennii ¢ yka3aHueM PEKBH3UTOB COOTBETCTBYIOIIMX
anemenToB CKC;

- wuneHTUUKANU0 Kabenei, KOMMYTAIlMOHHBIX IIIHYPOB, KPOCCOBBIX MaHENEH W APYTUX
sanemeHToB CKC 1O COOTBETCTBYIOLIEH MAapKUPOBKE, BBIIOJIHEHHOM B COOTBETCTBHHM C
BBIIIICYKA3aHHBIMU CTaHIapTaMHU.

B mpoekte CKC HeoOxomumo mpeaycMoTpeTh (Gu3udeckoe 000co0sieHne KaOeabHOH Ccpebl,
npeaHa3HaueHHOM /i oOecriedeHus: paboThl ceTu nepenayn naHHbIX (Storage Area Network, SAN)
KHWU.

B ciydyae coBMECTHOM NMpPOKIAIKU B OJHOM JIOTKE KabOenel pa3IMYHbIX CHCTEM HEOOXOIUMO
UCIOJIb30BaTh IITaTHBIE pa3/eiauTenu (cemapaTopbl) KaOelIbHBIX JIOTKOB COOTBETCTBYIOIIMX
MIPOU3BOIUTENEH, ISl TOTO YTOOBI 00ECIIEUUTD:

YA0OCTBO IKCILTyaTaIlluy M PaCIIUPCHHS KaOeTbHBIX KOMMYHHUKAIIMA WHKCHEPHBIX CHCTEM.

MPOCTOTY HJeHTUUKAUUK Kabenell B JOTKE IJis COKpAaIIeHHs BPEMEHH BBIIIOJHEHUS padboT
JMHEWHBIM TIEPCOHATIOM CITYKOBI IKCILTyaTaIiu.

3alMIICHHOCTh Kaleneil OTHENbHBIX CHCTeM TMpU MPOBEACHWHU paboT Mo KalOenbHOU
HHDPACTPYKTYpE APYTUX CUCTEM.

ABTOMATHU3MPOBAHHAS CUCTEMA MOHUTOPHUHIa u ynpasJjenus [{O/]

ABTOMaTH3UpPOBAaHHAS CHCTEMa MOHHTOPWHTA M YIPABJICHHUS TOJDKHA OBITH CHPOEKTHPOBAHA C
YUETOM CIIeIyIOIUX TpeOOBaHUI:

- JIoJDKHA o0ecreurBaTh MPOTHO3UPOBAHUE M NPENYNPEXKJICHUE aBapUMHBIX CUTyallUi IyTem
KOHTPOJISI MapaMeTpoB IMpoLeccoB obOecrnieueHus (yHKIMOHUPOBAHMS CHCTEM U  OINpeesieHus
OTKJIOHEHMH UX TEKYIIUX 3HAYEHUI OT HOPMAaTHBHBIX;

- JO0JKHa oOecreunBaTh HENpPEpPBIBHOCTh cOopa, mepefgadyn U o0paboTku MHGpOpMaluu o
3HAYEHUSX NapaMeTPOB MPOLECCOB o0ecnedeHns (yHKIIMOHUPOBAHUS CUCTEM;

- JomkHa ofecrnednBarth (OpPMUpPOBAaHME M TMepenady (opMalM30BaHHOM ONEPAaTUBHOMN
MH(pOpPMAILUU O COCTOSHUU TEXHOJIOTHYECKUX CUCTEM;

- nomwkHa oOecreunBaTh (OPMUPOBAHME U Iepenady (OpMaln30BaHHOTO COOOILEHUS O
Ype3BbIUAHBIX CUTYAIMIX Ha 00BEKTE pa3MeleHHs TEXHOJIOTHYECKOT0 000py10BaHMS;

- JokKHa o0ecreynBaTh aBTOMATU3UPOBAHHBIA WJIM MPUHYAUTEIbHBIA 3allyCK CHCTEMBbI
OIOBEIIEHHUsI O0OCTYKMBAIOLIIETO IMEpCOHaja O MPOU3OIIEAIIeH Ype3BbIYalfHOW CHTyallud W
HEOOXO/IMMBIX JIEHCTBUSX 110 3BaKyallUH;

- JoJDKHa o0ecreuynBaTh aBTOMATHU3MPOBAHHBIM WM TNPUHYJIUTENBHBI 3alyCcK CHCTEM
MPENYNPEXKACHUS WM JUKBUIALMHA UYPE3BbIUANHBIX CUTyallMd IO ONPENEICHHBIM aJITOpUTMaM s
KOHKPETHOT'O BU/1a YPE3BBIYANHBIX CUTyaLUH;

- JIOJDKHA 00ecreurBaTh JTOKYMEHTHPOBAHHWE M PETHCTPALMIO aBAapUHUHBIX CUTYalluil, a Takxke
JENCTBUM 00CITYKUBAIOIIIETO MepCoHaa.

- JIOJDKHA o0ecreunBaTh aBTOMATU3WPOBAHHBIA KOHTPOJIb M yIpaBIeHUE HEOOXOAUMBIMU IS
NpenynpexaeHUs W JIMKBUAALUUU Ype3BbIUalHBIX CHUTyallMil cUCTEMaMH KU3HEOoOecledeHus: u
0C30IMacHOCTH;

- UMETh MOJYJIBHYIO CTPYKTYPY M OBITh «OTKPBITON», NOMYyCKaTh MOCJIENYIOIIee pacliupeHue,
KaK M0 YMCIy 0ObEKTOB aBTOMATH3AIMH, TaK U 110 YUCTY (PYHKINT;

CtpaHuua 14



- JoibkHa  oOecreynBaTb  BO3MOXHOCTh  CAaMOCTOSITENIBHOTO — KOH(UTypupOBaHUSA U
MIPOrpaMMHUPOBAHUS CUCTEMBI M0JIb30BATEIIEM;

- JOJDKHA O0ecnedrBaTh NpU HEOOXOAMMOCTH BO3MOXHOCTH JUCIIETYEPU3ALUU U YNPABICHUS
BHOBB YCTaHABJIMBAEMBbIM 000pPY/IOBAHUEM CHUCTEM KU3HEOOECTIeUeHUsI M 0€3011aCHOCTH;

- JobKHA o0ecneuMBaTh BO3MOXKHOCTH OOBEOUHEHHS C JPYTUMU HHGOPMAIMOHHBIMU
CUCTEeMaMU MOHUTOPHHTA U YIIPABIICHUS;

- JIOJDKHBI OBITh TPETyCMOTPEHBI aBTOMATHYCCKUN — PYYHOH W JUCTAHIMOHHBIA — MECTHBIN
PEXUMBI pabOTHI;

- ToJKHA 0a3MpOBATHCSI HA CTPYKTYPUPOBAHHON MH(POPMAITMOHHOHN KaOEIbHOM CeTH;

- pPOK CiykObl JTOJKEH COCTaBisATh He MeHee 10 JeT ¢ ydyeToM 3aMeHbl HEUCIPAaBHBIX U
BbIpAaOOTABIINX CBOW PeCypC KOMITOHEHT;

- cpeaHee BpeMs HapaOOTKHU Ha O0TKa3 JoJKHO ObITh He MeHee 10 000 Jacos;

- cpe/iHee BpeMsl BOCCTaHOBJICHUS paboTocrmocoOHoCTH - He Oonee 30 MUHYT;

- CTOJIb3yeMoe 000pyJ0BaHKE JIOJKHO ObITh COBMECTUMOE KakK Mo (pu3ndyeckium uHTepdeiicam,
TaKk ¥ 10 HHPOPMAMOHHBIM MpoTOKONaM. B kauectBe ¢usmuecknx uHTEppEicoB u
MH(GOPMAIIMOHHBIX MPOTOKOJIOB JIOIMYCKAIOTCS TOJIBKO OTKPBITHIE MPOTOKOJIBI U CTAHAAPTH30BaHHBIC
UHTEPEHChI.
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Hpnio:xxkenune No2

K TeXHHYeCKOMY 3aJaHMI0 HA peaau3anuio TpeTbero 3akJIH0YUTEILHOI0 ITana

cpeHecpoYHOoii meseBoil nporpaMmbl «Co31anue eJUHOH cucTeMbl GOPMUPOBAHMSI, XPAHEHUS,
HCMOJIb30BAHNS U 3aIIUTHI TOCYAAPCTBEHHbIX HHPOPMAIHOHHBIX PECYPCOB U 023 JAHHBIX»

Cucrema pe3epBHONro KonnposaHmAa " BOCCTaHoOBJIeHUA OAaHHbIX
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Cnucok cokpalleHun u onpeaeneHnn

TepMuH PacwudpoBka MosicHeHue

DR Disaster Recovery Komnnekc mep no aBapunHomy nepeknioyeHunto cepemca

Eth Ethernet TexHonornsa nakeTHoOM nepegadn gaHHbIX

FC Fiber Channel BbICOKOCKOPOCTHOWM NPOTOKON Nepeaayn AaHHbIX

laaS Infrastructure as a Service UHdpacTpykTypa Kak ycrnyra — Mogenb npefocTaBreHus
ycnyrm,  OBBLEKTOM  KOTOPOW  cCnyxaT  MOLYHOCTU
BbIYUCIIUTENbBHOrO KOMNIeKca

Gbit/sec Gigabit per second MMrabut B cCekyHOy - BennuMHa W3MepeHus MnoToka
MHpopmaLmnm

LAN Local Area Network JlokanbHas BblMMCANTENBHAA CETb

MBPS Megabyte per second Merabat B CcekyHOy - BenvynHa W3MepeHus MoToka
MHpopmaLum

RPO Recovery Point Objective Jonyctumas To4ka BOCCTAHOBNEHUSA

RTO Recovery Time Objective Hdonyctumoe Bpems BOCCTaHOBNEHMWS

SaaS Service as a Service CepBuc Kak ycnyra — mofernb nNpeaocTaBneHns YCnyru,
00BHEKTOM KOTOPOW CIYXUT onpeaenéHHbli CEpBUC

SAN Storage Area Network CeTb XpaHeHUs1 AaHHbIX

SLA Service level agreement CornaweHue, onpegensitoliee ycrnoBusi ob6cnyxnBaHus

SPOF Single Point of Failure EguvHas Toyka oTkasa

3apaya PK 3apadva pe3epBHOro Komnnekc HacTpoek, Heobxoanmblx Ans 3anycka

KONupoBaHus OTOENbHO B3ATON Npoueaypbl pe3epBHOro KONMpPoBaHus

CansuHr Ot aHrn. Sizing CoBOKynHOCTb Npouenyp pacyéta MOLLHOCTU 1
NPOV3BOAMTENBHOCTY BbIYUCIINTENBHOIO KOMMJIEKCa

cyb[ Cuctema ynpaeneHusi 6asamm CoBOKyNHOCTb CpeAcTB ynpaBreHus 6azamm gaHHbIX

OaHHbIX

cxa CuncreMa xpaHeHUs AaHHbIX Cuctema xpaHeHUst 4aHHbIX

T3 TexHunyeckoe 3agaHue HacTosulee TexHuyeckoe 3agaHve (4OKYMEHT)

uoan LleHTp o6paboTku AaHHbIX CneunanbHoe 3paHWe Ans pasMeLLeHWsi CepBEPHOro

o6opyaoBaHus
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1. Onmncanye u Ha3HAYEHUE CUCTEMEI

1.1 Onucanue, onpeesieHns, ejeBasi ApXUTEKTypa:

Lenp mpoekTa: obecriedeHHnEe HENPEPHIBHOCTH IPOLIECCOB IMYTEM pPE3ePBUPOBAHMS JAHHBIX
KIIFOUeBBIX MH(MOpMaImoHHbIX cucteM (manee MC) ot moreps mo npuuuHe Katactpodsl (husndeckoe
YHUUYTO)KEHHUE) WIN JIOTMYECKOI0 HOBPEXAEHUS (B T. Y. YMBIIIJIEHHOIO), MPEAOTBPAILEHNUE TIOJHON
MOTepU JAHHBIX U UX CBOEBPEMEHHOE BoccTaHOBieHHE oOecmeunBaeT BhimonHenue O] cBoux
00513aTENbCTB.

Pe3epBHOE KOMMpOBaHHE — MPOLECC CO3JaHUS KOMMM JaHHBIX Ha XpaHuiuile (KECTKUM TUCK,
MarHuTHas JIeHTa WU T.1.), OTJIMYHOM OT wucxomHoro. Co3maBaemas KONMMs TIpenHa3HAdyeHa s
BOCCTAHOBJICHHSI JTAHHBIX B OPUTMHAIBHOM MM alIbTEPHATUBHOM MECTE PACIOJIOKEHHUS B Cllydae
MOBPEXICHHS WM pa3pylieHus. PesepBHoe KONMPOBAaHUE OCYIIECTBISAETCA KaK aBTOMAaTUYECKH, TaK U
BPYUYHYIO MPY OMOIIIH CIIEIUATU3UPOBAHHOTO ITPOrpaMMHO-anmnapaTHoro koMiiekca (nanee [TAK).

BoccranoBnenne JaHHBIX — MPOLECC 3aMEIICHHsS  COTJIaCOBAaHHOM 4YacTU  JAHHBIX
MH(OPMALIMOHHONW CUCTEMbl MX KOIHWEH, CO3IaHHOW paHee B pe3ysbTaTe MpOIEAypbl PE3epPBHOTO
KOIMPOBAHUS.

ApXUBHpOBaHHE — TMEPEHOC YacTU JAaHHBIX HH(POPMAIMOHHBIX CHCTEM Ha BbIJIEJICHHbBIC

XpaHujiviia ¢ 3aIp€ToOM BHECCHUA W3MCHCHHI B CTPYKTYpPY U JIOTUYCCKOC COACPIKUMOC JaHHBIX.

1.2 APpXHUTEKTYpHaf cxema:

CPKB npenrmonaraer HaIu4ue CIeIyOmuX 00bEKTOB:
o Bupryaneneie cepepa-kinuenTsl CPKB nox ynpasienueM runepusopa;

o Ousznyeckue cepBepa-kineHTsl CPKB (o6ecnieunBarot paboty cepBucos CYB/I);

o OnepaTuBHbII  ypOBEeHb XpaHEHUsS pe3epBHbIX Konuil (mamee  OmnepaTUBHBIN),
MpeAHa3HAYEHHbIN JI1 KPaTKOBPEMEHHOTO XpaHeHusi (CpokoMm 10 1 roma), ObICTpOro co3jgaHus U
BOCCTAaHOBJICHHS PE3EPBHBIX KOMUH, TAaHHBIX;

o VYpoBeHb AOJITOBPEMEHHOIO XpaHeHus (fanee JlonroBpeMeHHbli), npeqHa3HaueHHbIN I
XpaHEeHHs pe3epBHBIX Komuid cpokoM g0 10 5er, a Takke CO3JaHMsS pE3EpBHBIX KOMMHA Ha
OTYYKJIa€MbIX HOCUTEIISAX (MJIM BOCCTAHOBJIEHHUS C OTUYKIEHHBIX HOCUTEJIEH COBMECTUMOIO THIIA);

O  YpoBeHb apXMBHOTO XpaHEHUs (anee ApPXUBHBIN), NMpEeIHA3HAYEHHBIA Ul XpaHEHHS
JAHHBIX, HEU3MEHSIEMbIX CO BPEMEHEM U JJOCTYITHBIX TOJIKO B PEXKUME UTCHHS.

Cepsepa-knuentsl CPKB pasmematorcss B OcHoBHoM LIOJ[. B kauectBe MH(pacTpyKTypbl
nepeaay NaHHBIX UCHoB3yroTes: ceTh SAN Ha 6a3e 00opynoBaHUs C TApAaHTHPOBAHHON MPOITYCKHON
ciocoonocteto L[OJ] 16 Gbit/sec, u cerp LAN Ha 0aze 00opymoBaHUsl C TrapaHTHPOBAHHON
nporyckHoit criocodnocteio Mmexy LIO/] 10 Gbhit/sec.

OmnepatuBHblii 1 JONTOBpeMEHHBI YPOBHU XpaHEHUs IPEJCTaBIAIOT COOOH MporpaMMHO-
annapaTHbli KOMILJIEKC, OTBEYAIOIUN TpeOOBaHUSAM EMKOCTH, MPOU3BOAUTEIBHOCTH, HAAEKHOCTH,
MacImTabupyeMOCTH, KOTOpPBbIE ONpEIENCHbl JaHHBIM TEXHHUYECKUM 3aJaHueM. ApPXHMBHBII ypPOBEHb
XpaHeHHUs MPEeACTaBIsIeT cOO00i MPOrpaMMHO-aNNAPATHRIA KOMILJIEKC, ARRAPAMHAA COCMABNAIOW| A,
KOmopoz2o He onpeodensaemcs JaHHBIM TEXHUUECKUM 3aJaHUEM.

Henesasa apxurextypa CPKB npeanonaraer Hanuuue [TAK, npoueccsl n npouenxypsl KOTOPOTro
BBITOJIHSAIOTCS. HA BBIIEJIEGHHOM 00OPYAOBaHHM, HE3aBUCUMOM OT OOOPYZOBaHUs, OTBEYAIOLIETO 3a
OpabOTKy M XpaHEHHE UCXOTHBIX JAHHBIX.
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1 OcHoBHo LIOA,

CEpBEpﬂPIEHbICHB Cepeepa-kmeHTsl CPKB é SAN 16GBit
(euprya nnsayma) (6a3bl AaHHbIX) W
CucTem bl X paHEH UA UCXOAHBIX AaHHbIX U

OnepaTuBHOE XpaHeHue

[onroepeme HHOe XpaHeHue

2. TpeboBaHuA kK cucteme

2.1 O6wue TpeboBaHuUSA:

2.1.1 CPKB gomxHa yJOBIETBOPSTH BCEM OIMCAHHBIM B HACTOALIEM JIOKYMEHTE TpeOOBAHUSIM U
ONITUMAJILHO COOTBETCTBOBATH 33jayaM, JJIsl KOTOPBIX OHA MpeHa3HauyeHa.

2.1.2 TlocraBiasiemoe 060pyA0BaHHE JOKHO OBITh HE OBEPraBIIMMCS BOCCTAHOBIIEHHUIO.

2.1.3 CPKB pomxHa uMmeTh pelieHHe 10 aBapuiiHomy nepekittodenuro (Disaster Recovery) u
BOCCTAHOBJICHUIO U1 PEMO3UTOPHs 337ad PE3EPBHOIO KONHUPOBAHHUS M BO3MOXKHOCTH
MEXCaHTOBOr0 1yOnupoBaHus XpaHuiui OnepaTUBHOIO YPOBHS XpaHEHUS.

2.1.4 CucremMa He JOKHA MMETh KOHCTPYKTHUBHOW M AapXMTEKTYPHOW €IMHOM TOYKH OTKa3a
(SPOF). B cimyuyae BbIxOAa W3 CTpOs JIIOOOTO M3 (DYHKIIMOHAIBHBIX Y3JIOB CEPBUC HE
JIOJKEH MPepPhIBaThCSL.

2.1.5 CucreMa J0KHA MUMETh BO3MOXKHOCTh MacIITaOupoBaHus Mo o0béMy OnepaTuBHOTO U
JIoATOBpEMEHHOIO XpaHWIMIL C TEUEHUEM BPEMEHHU, 0e3 MOJHOW 3aMEeHbl MepBOHAYaIbHO
CKOH(UTYPHPOBAHHOTO 000PYIOBAHHUS.

2.1.6 Cucrema J0JDKHA MMETh BO3MOXHOCTb MAaCHITA0OMPOBAHUS IPOU3BOAUTEIBHOCTU
OnepaTHBHOTO XpaHWIWIIA C TEYEHHWEM BpeMEHU 0e3 MOJHON 3aMEHbl NMEepBOHAYAIBHO
CKOH(UTYPHPOBAHHOTO 000PYIOBAHHUS.

2.1.7 JlelicTBUE€ TEXHUYECKOW MOIIEPKKHU JOJDKHO pAclpOCTPaHATbCS Ha BECh IE€PEUYEHBb
KoMroHeHT, Bxoasumx B [TAK (oGopynoBanue u mporpaMMHoe oOecrieueHue).

2.2 TpeboBaHuA K (hyHKLMOHany
2.2.1 CPKB pomxHa OBITH cOBMECTUMa U cepTUUIMpPOBaHa Ha pabOTy C OCHOBHBIMHU
OTIEPAIlMOHHBIMU CHUCTEMaMHU CEPBEPOB-KIMEHTOB KopropaTuBHOro ypoBus: AlX, Solaris
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x86\SPARC, Microsoft Windows, VMware ESX, Linux - CentOS, RHEL, OEL, SuSE un
o0ecrneunBaTh 3alUTy U BOCCTAHOBJICHHE (DU3MUECKHUX U BUPTYaJIbHBIX CEPBEPOB.

2.2.2 CPKB pomkHa uMeTh BO3MOXXHOCTb CO3JIaHMS PE3ECPBHBIX KOMUH CIEAYIOMUX (hailIoBBIX
cucrem: Microsoft Windows (FATxx, NTFSx), Linux (EXTx, UFS, XFS, ZFS ), Oracle
Solaris marpopm Xx86\SPARC (UFS, ZFS).

223 CPKB pomkHa wuMeTh (QYHKIUH, OOECIEYMBAIOIINE PE3EPBHOC KOMHUPOBAHHE W
BOCCTAHOBJICHHE TPWIIOKEHUI U 6a3 manHbix: MS Exchange, MS SQL, MySQL, Oracle
Database, PostrgeSQL, Casandra.

2.2.4 CPKB nomxHa UMETh BO3MOXHOCTh PE3EPBHOIO KOMUPOBAHUS BUPTYaJIbHBIX MAIIUH O]
yrpaBieHueM runepsuzopa VMware mnonHocThIO (B BUAE 00paza) W TPpaHYJSIPHO
(otmenpHBIME (aliIaMu BHYTPH TOCTEBOM ONEpPaIlMOHHON CUCTeMBbI U Tiepeduns m.3.2.1).

2.2.5 CPKB nomkHa UMETh TEXHOJIOTHYECKYIO0 BO3MOXKHOCTh U cpefictBa APl juist mHTerpanmu c
dbyukuronaaom Volume Snapshot mpomsBogureneii cuctem xpaHeHus maHHbIX: Netapp,
PureStorage. Taxke nomkHa OBITH peamu3yeMa BO3MOXKHOCTh KONHMPOBAHHUS JTAHHBIX
MOMEHTAJIbHOTO CHUMKa C HCXOJHOW CHUCTEMbl XpaHEHHUs JaHHbIX Ha OmnepaTUBHBIA U
JlonroBpeMeHHBIM YPOBHHU XPaHEHUS.

2.2.6 CPKB pomxHa oOecrieunBaTh mpsiMoe pe3epBHOe komupoBanue NAS XpaHWImMI] 10
nporokosry NDMP, nonaepkuBate nojiHble 1 UHKPEMEHTAIbHBIE PE3EPBHBIE KOMHH.

2.2.7 IIAK CPBK pomxeHn umeTrh (GyHKIMOHAN AEAYIUTMKALMU U CKATHUA JAHHBIX PE3EPBHBIX
KOMUI: Ha CTOpOHE KiIMeHTa, Ha cropoHe cepBepa CPKB, nHa ctopone OmnepaTuBHOTrO
xpanunuia CPKB.

2.2.8 CPKB pomkHa uMeTh IporpaMMHBIA MHTepdenc Ui peanu3alnuy 3ajad aBTOMaTH3alluu
(Rest API/Shell Scripting/TecroBoe BoccTaHOBJIEHHE).

229 CPKB pgomkHa uMeTh B KOMIUIEKT€ TIOCTaBKH CHCTEMY TIIOCTPOCHUS OTYETOB O
BBITIOJTHEHHBIX 33/a4ax. CucreMa JI0JDKHA UMETh BO3MOYKHOCTD BBITPY3KH OTYETOB B (haili
B OJUH U3 (pOpMATOB, MO3BOJISIONMIUX pabOTaTh C TaOJIUYHBIMHU AaHHBIMH (.xIs, .csv, html,
.xml), a Tak)ke UMETh CPEJICTBO BU3yaJIU3aIlMU OTUETOB B BHJI€ IPapUKOB, TUATPAMM HIIHA
Ta0IuII.

2.2.10 CPKB nomxHa UMETh CUCTEMY MTOMCKA JJAHHBIX 110 PE3EPBHBIM KOMUAM U apXHBaM.

2.2.11 CPKB nomxHa uMeTh (QYyHKIUIO apXUBUPOBAHMS JAHHBIX C MEPBUYHBIX MCTOYHHUKOB Ha
YpOBEHb apXUBHOTO XPAHEHUS C COXpaHEeHHEeM (haitI0B-CCHUIOK.

2.2.12 Cucrema ympasinenus [IAK CPBK nomkHa mnojaaepkuBaTh —ayTEeHTH(HKALHIO
MOJIb30BaTeNeH M0 MEeXaHU3My JIOTHH/Maposib U padorath o Moaenun RBAC (ymnpaBienue
JIOCTYTIOM Ha OCHOBE pOJIeH).

2.2.13 Ammaparasie komnoHeHTsl [TAK CPKB nomkHbBl MMETh BO3MOXHOCTH TOJKJIFOUCHHS
oxHoBpemenHo k cetsim SAN 16/32 GBit, u LAN 10 Gbit.

2.3 TPGGOBaHMﬂ K npoueccy co34aHuA/BOCCTaHOBMEHUA

I'Ipou,e,qypbl pe3epBHONro KonupoBaHMA W BOCCTAHOBIEHUA OOJTKHbI obecneumBaTtb
cneagyrowme Tunbl 3agav.
o Co3naHne/BOCCTaHOBICHHE W3 MOMEHTalnbHbIX cHUMKOB CXJ[ (Momentum) ¢

BO3MOXXHOCTBIO IOCJIEAYIOIIEr0 KONUPOBAaHUS JAHHBIX MOMEHTAJIBHOIO CHHMKA Ha
yKa3aHHBIN YpOBEHb XpaHEHMUS;
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Co3manne/BOCCTaHOBJICHHE HavaIbHOM/TMOHON Konuu qaHHbIX 1o ceTh LAN (Full);

o Cosznanue/BoccraHoBieHue mosHod komuu maHHbeix (Full) cosmanHoi ¢ Mcmoab30BaHHEM
CHHTETHYECKOro MeToa pe3epBHoii konuposanus (Full\Synthetic);

o Co31aHne/BOCCTAaHOBJICHUE JOJITOBPEMEHHON KONHM Ha JICHTY WJIM ONTHYECKUH HOCHUTEIb
(Long-term);

o ApxusupoBanue (Archive).

Kaxnplii Tun 3agauu JOJDKEH OTBeYaTh CIEAYIOIIMM TpeOOBaHUSAM NPOU3BOJUTEIBHOCTH U
COOTBETCTBOBATH CBOEMY YPOBHIO XPaHEHHUSI.

HpOI/I?;BOI[I/ITCJIBHOCTB 1 ICJICBOC XPAHUJIUIIC ITPUBCACHELL B Ta6JII/II_[eZ

Tun 3amaun VPpOBEHb XpaHCHUSI [Tpou3BOIUTEILHOCTD CpenctBo
Momentum OrnepaTUBHBIH MoMeHTaNBHO, TI0 API, UaTerpanus ¢
3anpocy CX/1, SAN
Full\Synthetic OnepaTuBHBIH IMorox 300 MBPS LAN 10 Gbit Eth
Long-term JTo/IrOBpeMEHHBIIH LTO8 Standard 350 SAN 16 Gbhit FC
MBPS
Archive ApXUBHBI#H Otxkiuk He 6osee 30 mc | LAN 10 Gbit Eth
B PSXKHUME UTCHHS

2.4 TpeboBaHua obecnevyeHus yposHeu cepsuca CPKB

«[llepabili» —COBOKyNHAsA HaACTpoWKa MNONUTWUK, MO3BONSKOWAA MMETb MOSIHY KOMuio
AaHHbIX MHMOPMALMOHHOW CUCTEMbI CO CPOKOM [AAaBHOCTU 24 yaca M rapaHTMPOBAHHbLIM
BpeMEHEM BOCCTaHOBMeHNA He Bonee 24 4yacos. [MonHaa exegHeBHas KOMUS MOXET OblTb
cosgaHa nytém gopmmpoBanusa 3agadm PK tuna Full\Synthetic.

Mo ymonyaHur, ypoeeHb cepeuca «llepebili» OomkeH obecrnevyueambcsi Onsi
ecex OaHHbIx, onpedensieMmbix CPKB (mpeboeaHusi K pa3mMepHocmu rnpueedeHbl 8
n3.5).

«Bmopou» — COBOKYMHAas HacTpomnKa NOMUTKK, NO3BONAOLLAS UMETb NOJTHYO KOMUIO
AaHHBIX MHOPMAaLIMOHHON CUCTEMbI CO CPOKOM [aBHOCTM 12 yacoB (2 pasa B CyTKM) U
rapaHTMpPOBaHHLIM BPEMEHEM BOCCTAHOBMEHUA He Gonee 24 4vacos. [NonHas exegHeBHas
Konna MoxeT BbITb co3gaHa nonuTukon aHanorndHo «llepeeit» (Ful\Synthetic).

«Tpemuli» — COBOKyMNHasi HaACTpPoOMKa MOSIMTUK, MO3BONANOLLAS UMETb MOJSTHYK KOMUIO
AAHHbBIX MHOPMAaLMOHHON CUCTEMbI CO CPOKOM [aBHOCTM A0 1 yaca v rapaHTUPOBaHHbIM
BPEMEHEM BOCCTaHOBIEHMsSI He Bonee 4 vyacos. [NonHas konust MoXeT BbiTb co3gaHa nNmMbo
nytem co3gaHus cHanwoTta CX[ ¢ nocnegylowum KOMMPOBaHMEM [aHHbIX Ha YPOBEHb
XpaHeHust Tuna «OnepaTtuBHbI», NMBO nytem kombuHaumm npoueayp Ful\Synthetic gns
AaHHON MHOPMALMOHHOW CUCTEMBI.

Transaction — COBOKynHas HacCTpoOWKa MOSIMTUK, MO3BOMAIOLWAA MMETb MOSHYI0 KOMUIO
AaHHbBIX NHPOPMALMOHHOW CUCTEMbI CO CPOKOM AABHOCTU 40 15 MUHYT U rapaHTUPOBaHHbIM
BpeMeHeM BOCCTaHOBNEHUsA He 6onee 1 yaca.

BAXHO:
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©)

Hacrosiiee T3 Tpebyer naruuus ynkyuonanvuvix Hacmpoex CPKB, obecnieunBaronux Bce
BBIIICONTMCAHHbIE YPOBHU cepBuca ([lepewiii, Bmopou, Tpemuu u Transaction) mis Bcex
TUIOB JAaHHBIX WH(GOPMAIMOHHBIX CHUCTEM, a TaKXK€ CO3/IaHHE BCEX YPOBHEH XpaHEHUS
(OnepatuBHbIi, JJoaroBpeMeHHbIN, APXUBHBIN);

pacuer anmapatHoi cocrasisomeid CPKB, npousBogumsiii mo nanHomy T3, TpedOyer
obecriedeHus cepBrca TOJIBKO YpoBHs «Ilepswitiy misi Bcex UC.

TpeboBanust K ypoBHSIM obecnieueHHs CepBHCa IPEACTABICHbBI B HUKECIEAYIONIEH TabIuIe:

ITepBsrit Bropoii Tperuii Transaction

RPO 244 124 l1u 15 mun
RTO 24 4 24 g 44 1g
Momentum - - + +

Full + + ¥ n
Synthetic + + + +
Long-term + - - -
Archive 10 3aMpocy - - -

2.5 TpeGoBaHusi K pa3MepPHOCTH U CHCTeMe JIMIEH3UPOBAHUS
CPKB nomxHa MMeTh TMOKYIO JHMIIEH3UOHHYIO MOJIMTHKY, MO3BOJISIOILYIO 3aKa3uMKy ClIeNaTh
BBIOOp B MMOJIb3Y OOBEMHOM, KOMIIOHEHTHOH WJIM WHOW MOJENH JUIleH3upoBaHus. [IponsBomutens
CPKB MoXeT npeasio)KuTh OAHY U3 HHXKETIepeuUCIeHHbIX MOJIeNel TulieH3upoBanus. Beibop Toit miu
MHOM MOJeNu JMIEH3UPOBAaHUS JOJDKEH CONPOBOXKIATHCS MPEIIOKEHUEM M0 KOH(QUTypaluu
anmnapaTHOM 4acTu, OTBEUaroIlel ClIeAyIOIINM TPeOOBaHUSIM:

(0]

AnmnapatHas  cocrtaBistouias  OnepaTuBHOIO  YPOBHSI  XpaHEHUs  JIOJDKHA  OBITh
chopmupoBana B pamkax ocHoBHoro I[OJ] (Ha omHOM TUTOMIAZKE); UMETh BO3MOXKHOCTH
MacIITabupoBaHusi MO0 OOBEMY W TPOU3BOAUTEIBHOCTU, a TAKXKE HMETb MeXHUUECK)IO
6o3moxcHocmsb coznanus nyonukara [IAK Ha pe3epBHO miomaake;

AnnapaTtHas cocTaBisionias J{oJTOBpEeMEHHOIO YPOBHS XpaHEHHUs JOJDKHA OBITh
copmupoBaHa B oauHaKoBOH KoHpurypauuu B aByx L{OJl (OCHOBHOM M pe3epBHOM) U
UMETh B COCTaBE CyMMAapHO He MeHee 6 He3aBUCUMBIX NpuBoioB LTOS, n1bo nx ananoros.

Mognens nunensupoBanus: O0bEMHAS

Tun naHHbIX ba3pl 1aHHBIX Bupryansnas cpena ApxuB
O0BEM IaHHBIX 60 Tb 150 Thb 50 Tb

Cpox xpanenus Full | 45 nueit 45 nueit -

Weekly

Cpox  xpanenus  Full | 400 nueit 400 gneit Bbeckoneuno
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Monthly

Mogpenb aunen3upoBanus: KomnoHeHTHas
KomnuectBo xocroB CYBJ] 20
KonniecTBO XOCTOB BUPTYaIH3aluu 30
KonuiecTBo ¢aiioBbIX cepBepoB 20
KonmaecTBO MOYTOBBIX CEPBEPOB 4
KonnuecTBo mpo4nx BUPTYaIbHBIX MAIIUH 250
KomauuecTBo jgeHTOUHBIX IprBoaoB LTO8 6
KommuecTBO apXMBHBIX CEPBEPOB 40
OO0l 00bEM JaHHBIX 260 Tb
Cpox xpanenus Full Weekly 45 nueit
Cpoxk xpanenus Full Monthly 400 nuew

Monens nuuensupoBanus: O0bEM XpaHUIIHUINA PE3EPBHBIX KON

O0BEM pPa30BOll pe3epBHON KOMHMH 0€3 CHKATHUS U JCTYTUTUKAIIUN 260 Tb

O0BéM pa3oBOI PE3epPBHON KOMUU C YUSTOM CKaTus M Aeayriukanuu | 65 Th
nporpammHuoro obdecrnieuenust CPKB 4:1

KomnnuecTBo HeebHBIX KOMUM (CPOK XpaHeHUs 45 qHE) 6
KommuecTtBo MecsuHbIX Komwmid (cpok xpanenus 400 qHei) 13
KomnuecTBo rogoBbix konui (cpok xpanenus 800 qHei) 2

O0BbéM XpaHWIHINA JAaHHBIX Oe3 (GyHKIMIA Ckartus v aenymukanuy, | 1350 Th
HE00X0AMMOTO JUTsl XpaHeHus rogoBoro nukia PK

O0BéM XpaHWIMILNA JAaHHBIX ¢ (YHKIMSIMH CxkaTwsi ¥ Aexymiukaiuy, | 270 Th
HE00X0AMMOTO JUTsl XpaHeHus rogoBoro nukia PK

2.6 TpeOoBaHMsI K TECTOBOMY BOCCTAHOBJICHUIO

TecToBOE€ BOCCTAaHOBIIGHHE M3 PE3EPBHOM KOIHMH JIOJDKHO MPOBOJUTHCS HA PETYJSIPHOW OCHOBE
HE pexe oaHOro paza B Hememto ana kaxnaoro tuna MC. CPKB pomkHa MMETh BO3MOXKHOCTh
HAaCTPOMKM aBTOMATHYECKUX MPOILEIYyp MO TECTOBOMY BOCCTAHOBJICHHUIO JAHHBIX, aBTOMATHYECKH
TE€HEPUPOBATH OTYETHI O BHIMIOJHEHHBIX 337]a4aX M0 TECTOBOMY BOCCTAHOBJIEHUIO U3 PE3EPBHBIX KOMHIA
IUTst Beex TUIoB 3amay u MC.
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2.7 TpeOoBaHusi K APXUBUPOBAHUIO

APXUBUPOBAHHIO MTOJUICIKAT CIICTYIONIUE TAaHHBIC:
ollonp30BaTenbCkue qaHHBIC, 00panieHus K KOTopsiM HeT 6onee 1100 mueii (3 rona);

o/lanHbie MHOOPMAIIMOHHBIX CHCTEM, B KOTOPBHIC HE BHOCSTCS M3MEHEHUS (IOCTYIHBIC TOJIBKO
JUTSl 9TCHHUS ),
olHbIe HaHHBIE, KOTOPHIC ONPEIEICHbI BHYTPEHHUM pacropsiakom Omeparopa.

CPKB pomkHa UMETh BO3MOKHOCTh MIEPEHOCUTH JaHHBIE C IEPBOMCTOYHUKOB JIaHHBIX (CepBepa-
KJIMEHTBHI U MX JIUCKOBBIC YCTPOMCTBA) HA apXUBHBIN YPOBEHb XpPaHEHUS B aBTOMAaTUYECKOM M PYYHOM
pexume. JlanHbie epeHeCcEHHbBIC HA ApXUBHBIA YPOBEHb JOJIKHBI ObITh JOCTYITHBI TOJIBKO JUISl YTCHUS.
[Iporpammuas cocraBnsmomas komiiekca CPKB  nmomkHa BriaouaTe B ce0s  JIMIGH3WIO TS
OCYIIECTBIICHUS TPOIEAYp APXUBAIMK JAHHBIX B COOTBETCTBUU C TPEOOBaHUSIMH HacTosero 13.

3. Tpebyemblii mepeyeHb yCJIyr B ciydyae npumMeHenust moaean laaS\SaaS
(AyTcopcuHr)

3.1 O6wue TpeboBaHusA:

3.1.1 [IlocTaBIIMK YyCIyr JOJDKEH OKa3blBaTh ycIyru Io mnpenocrasieHuto ceppuca CPKB B
COOTBETCTBUM C JIaHHBIM TexHMuYecKUM 3a/JiaHueM, OOEeCHEeYHTh BBIIOJHEHHE BCEX
BBIIIETICPEUNCIICHHBIX TPEOOBaHUH.

3.1.2 Kanans! cBs3u Mexay cersmu Onepatopa u Kiuenra LIO/] nomKkHBI UMETh IPOIYCKHYIO
CIOCOOHOCTh HE HIKE, YeM IPOMYCKHAas CIIOCOOHOCTH COOCTBEHHBIX CETEH mepemayu
JaHHBIX 3aka3uuka (1.2.2).

3.1.3 Omeparop A0KeH obecrneunTh oTKa3oycroitunBoe noxakiatodenue ITAK, Haxonsmerocs B
HO/, B nyGmuunyto ceth kimeHTa L[OJ] B COOTBETCTBMM C apXUTEKTYpHOH cXxemoi
(m.4.1.4) mocpeAcTBOM ONTHYECKUX KaHAJIOB Mepenaud, NaHHbIX. [lojkimoueHue K ceTH
SAN MoxeT OBITh OCYLIECTBICHO IyTeM MoAkmoueHuss k kommyTtaropam O (c
ucnosib3oBanueM poytusra FC); nogkirouenue k cetu LAN MoxeT ObITh OCYIIECTBICHO
MyTeM MOAKIIOUEHHS K KomMmyTaTtopam Ha FCS.

3.1.4 IO/ nomxeH JelerupoBaTh JOCTYIl Ha BCE CEIMEHTHI ammapaTHOW M MpPOrpaMMHOMN
COCTABJISIFONIUX, KOTOpbIE OOecneunBaroT MojkiIoueHne u padorocrnocodoHocts CPKB B
MoJieau SaaS, BKIoJas:

ceTeBoe 000pyI0BaHUE;

cepBepHOe 000pyI0OBaHUE;

000py/I0BaHUE XPaHEHHs JaHHBIX;

nporpaMMHble koMnoHeHTsl CPKB;

© O O O O

oTepaloHHbIe CUCTEMBI, o0ecnieunBaromue padorocrnocooHocts ITAK.

3.1.5 IO/l npomxeH TMOAAEpPKMUBATb B AaKTyaJlbHOM COCTOSHMM BE€pPCUH MHUKPOKOOB
obopynoBanus, Bxomsmero B coctaB [IAK B cooTBercTBUM ¢ TpeOOBaHUSIMHU
MIPOM3BOIUTEIIEN alllapaTHOTO U MPOrPaMMHOT0 OOecTieueHusl.
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punioxenne Ne4

K TeXHHYeCKOMY 3aJaHMI0 HA peaau3anuio TpeTbero 3akJIH0YUTEILHOI0 ITana

cpeHecpoYHOoii mesieBoil mporpaMmbl «Co31anne eUHON cucTeMbl GOPMHUPOBAHNS, XPAHEHUS,
HCIO0JIb30BAHNS U 321IUTHI TOCYAaPCTBEHHbIX HHGOPMAIMOHHBIX PeCYPCOB M 023 JaHHBIX)

Cxema nomMelleHumn
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Nodkni4enue ofopydoBanus IT cucmem Buinonkexo no 3bym BaaumopesepbupyemsiM BBodaM om
ucmoyHukod Secnpedolnozo numanus MBM-1 u UBM-2. 2. Pacyem mokoB KopomKo20 3aMbIKAHUS BbiNOAHEH
ucxods u3 npedbapumensHbix aHHLIX 08 UCMOYHUKOX NUMAHUR: PEKOMEHBYEMCs NPU OKOHYAMENbHOM
onpedeneHuu ucmoyHukob numaHus, s noBeiwenus mokob K3, ucnons3cBams Snuxadwue mpaHc$opMamopsl U
KaBenbHbe AUHUU C MUHUMOAbHLIMU conpomuBieHusiMu, nocne 4ezo BeinonHums npoBepoumbil pacyem.
Y 07-IKCMKUP C
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AKB1 AKB2

lumoBas

BNt Mbn2

Cxema pacnonoxeHus MBM, cmoek AKB, BBodHozo wuma MPL c ABP

YxkasaHus:

1. Tpynnsi kaBeneld padovezo ocBeweHus nponoxums no nomonky B xecmkux MBX mpyBax. Kpennexue xecmkux mpyd
BeinonHums depxamensmu ¢ wazoM M. Mpynny kadened abopulHozo (3BakyauuonHozo) ocbeweHusi nponoxume No Nomo/Ky ]
Xecmkux 2nadkuxmpydHozopioyux Be3zanozeHHsix mpydax kpenneHueM depxamensmu c wazoM M

2. Buknwoyamenu ycmavoBums Ha ypobre 0,9 M om yp.¢.n.

3. Ykaszamens 3BakyauuoHHo20 ocBeweHus HekoMMymupyeMsid.

4. Onycku k BeknwyamensM u abapulnomy ykasameni “Beixod” BeinonHums omkkpsimo B kopodax MBX.

5. Kopnyc cBemunbHuka aBapulHozo (3BakyauuoHHozo) ocBeweHus NoMemuMb CNEUUGNLHO HOHECEHHOU dykbou "A"
KpacHozo ubema.

6. MoHmaxHsle padomsi BuinonHums B coomBemcmBuu ¢ mpedoBanusmu CM 76.13330.

2 [ 7. Bce HemokoBedywue Memannuyeckue yacmu 3nekmpoodopydoBanus, komopele Mozym okasamscs nod
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